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Topics 

• What is misinformation and disinformation?
• How can we identify misinformation when we encounter it?
• What can we do to correct misinformation related to vaccines?



• Misinformation is incorrect or misleading information.
• Disinformation is information that is false and deliberately created to deceive.
• The difference between the two has to do with intent. 

What is misinformation?



• Satire or parody = Content that isn’t intended to cause harm, but has potential to fool
• False connection = Headline, images, or captions that oversell the content 
• Misleading content = Information that frames an issue or a person in a misleading way
• False context = Genuine content that is shared out of its original context
• Imposter content = Content that impersonates or falsely claims to be from a genuine source
• Manipulated content = Genuine information or imagery that is manipulated or edited to deceive
• Fabricated content = New content that is 100% false, made to deceive and do harm

7 Common Types of Misinformation

First-Draft-Vaccine-Insights-Flexible-Learning-Course-1.pdf (firstdraftnews.org), accessed 08-15-22
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Why are we susceptible?

Ecker, U. K., Lewandowsky, S., Cook, J., Schmid, P., Fazio, L. K., Brashier, N., ... & Amazeen, M. A. (2022). The psychological drivers of misinformation belief and its resistance to correction. Nature 
Reviews Psychology, 1(1), 13-29.



Fig. 6: Strategies to counter misinformation.

Ecker, U. K., Lewandowsky, S., Cook, J., Schmid, P., Fazio, L. K., Brashier, N., ... & Amazeen, M. A. (2022). The psychological drivers of 
misinformation belief and its resistance to correction. Nature Reviews Psychology, 1(1), 13-29



“Inoculation”

Ecker, U. K Lewandowsky, S., Cook, J., Schmid, P., Fazio, L. K., Brashier, N., ... & Amazeen, M. A. (2022). The psychological drivers of misinformation belief and its resistance to., correction. Nature 
Reviews Psychology, 1(1), 13-29



• Fake experts
• Impossible expectations
• Logical fallacies
• Cherry picking
• Conspiracy theories

Increasing Awareness of Tactics 
Used to Deceive



• Fact
• Lead with a fact
• Make it clear, relevant, sticky

• Warning
• Misinformation alert
• Misleading tactics alert

• Fallacy
• Flag tactics being used to deceive
• Undermine trust in disinformation authors

• Highlighting misleading tactics
• Reveal hidden agendas

• Fact
• Provide alternative correct info
• Must replace misinformation, cannot leave 

a vacuum
• Make correct information stickier than 

misinformation

Prebunking Specific Misinformation



• Bad News – online game in which users experience life as a fake news creator
• https://www.getbadnews.com/en#intro

• Go Viral – online game that focuses on coronavirus misinformation 
• https://www.goviralgame.com/en

• Cranky Uncle – a game that uses cartoon, humor, and critical thinking to expose 
the misleading techniques of science denial and build resilience against 
misinformation
• https://crankyuncle.com/game/

• Catching Conspiracies – Short guide on how to spot COVID conspiracy theories
• https://www.climatechangecommunication.org/wp-content/uploads/2020/05/How-to-Spot-

COVID-19-Conspiracy-Theories.pdf

Resources for Prebunking Training
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Framework for countering misinformation

Ecker, U. K., Lewandowsky, S., Cook, J., Schmid, P., Fazio, L. K., Brashier, N., ... & Amazeen, M. A. (2022). The psychological drivers of misinformation belief and its resistance to correction. Nature 
Reviews Psychology, 1(1), 13-29



• Fact
• Lead with a fact if it’s clear, pithy, and 

sticky—make it simple, concrete, and 
plausible. It must “fit” with the story.

• Warn about the Myth
• Warn beforehand that a myth is 

coming
• Mention it only once

• Explain Fallacy
• Explain how the myth misleads. 

• Fact
• Finish by reinforcing the fact—multiple 

times if possible. 
• Make sure it provides an alternative causal 

explanation. 

Debunking Specific Misinformation

Lewandowsky, S., Cook, J., Ecker, U. K. H., Albarracín, D., Amazeen, M. A., Kendeou, P., Lombardi, D., Newman, E. J., Pennycook, G., Porter, E. Rand, D. 
G., Rapp, D. N., Reifler, J., Roozenbeek, J., Schmid, P., Seifert, C. M., Sinatra, G. M., Swire-Thompson, B., van der Linden, S., Vraga, E. K., Wood, T. J., 
Zaragoza, M. S. (2020). The Debunking Handbook 2020. Available at https://sks.to/db2020. DOI:10.17910/b7.1182 



Ecker, U. K Lewandowsky, S., Cook, J., Schmid, P., Fazio, L. K., Brashier, N., ... & Amazeen, M. A. (2022). The psychological drivers 
of misinformation belief and its resistance to., correction. Nature Reviews Psychology, 1(1), 13-29
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Fig. 3: Barriers to belief updating and strategies to overcome them (part 1).

Ecker, U. K., Lewandowsky, S., Cook, J., Schmid, P., Fazio, L. K., Brashier, N., ... & Amazeen, M. A. (2022). The psychological drivers of 
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Fig. 4: Barriers to belief updating and strategies to overcome them (part 2).

Ecker, U. K., Lewandowsky, S., Cook, J., Schmid, P., Fazio, L. K., Brashier, N., ... & Amazeen, M. A. (2022). The psychological drivers of misinformation belief and its resistance to correction. Nature 
Reviews Psychology, 1(1), 13-29



• The Debunking Handbook 2020
• https://sks.to/db2020

• The Conspiracy Theory Handbook
• http://sks.to/conspiracy

• The COVID-19 Vaccine Communication Handbook & Wiki
• https://hackmd.io/@scibehC19vax/home

Resources



• Triggers fear, anger, or anxiety
• Hurl insults
• Use of insinuation or exaggeration
• Present opinions as facts
• Mix falsehoods, exaggeration, or facts
• Deploy symbols that play on our emotions or utilize stereotypes
• Repetition

Characteristics of Manipulation



Label to Disable
• First, pause. Close your eyes or turn your head away from the screen or paper.
• Then, ask yourself: What am I feeling? Put words to the reaction.
• Finally, say the label that you’ve given the feeling to yourself. 

What can we do to avoid this manipulation?

https://www.irex.org/project/learn-discern-l2d-media-literacy-training accessed 08-15-22



Care Before You Share
• Take responsibility. Recognize that you are the information gatekeeper. It’s up to you 

not to spread misinformation.
• Acknowledge what you may not know. Remember that you need to be extra careful 

with content that appeals to you, supports what you already believe, or provokes a 
strong reaction in you. 
• If you have time, check it out. Do what you can to verify information.
• If you’re still not sure it’s true, don’t share it. 

What can we do to avoid this manipulation?

https://www.irex.org/project/learn-discern-l2d-media-literacy-training accessed 08-15-22



• Cross-checking
• Google
• Duck Duck Go

• Fact Check
• SciCheck by FactCheck.org
• Snopes
• Gossip Cop

• Lateral Reading
• Trace the origin of the claim
• Assess the author’s qualifications

• Wikipedia
• Verify the trustworthiness of website or 

media source
• whois.icann.org
• NewsGuard

• Check the context
• Check the date
• Verify the image
• Images.google.com
• Fotoforensics.com
• Tineye.com

Take Steps to Verify the Information



• First Draft https://firstdraftnews.org/about/
• SMS Course on Detecting Misinformation Introducing an SMS course to prepare for US 

election misinformation (firstdraftnews.org)
• Information Futures Lab https://sites.brown.edu/informationfutures/
• Stronger https://stronger.org/about
• The Public Good Projects https://www.publicgoodprojects.org/about
• IREX https://www.irex.org/stopping-disinformation
• Graphika https://graphika.come/reports
• Logically https://www.logically.ai/

Resources



• https://vaccinemisinformation.guide/
• UNICEF
• The Public Good Project
• First Draft
• Yale Institute for Global Health
• To facilitate the development of 

strategic and well-coordinated 
national action plans to rapidly 
counter vaccine misinformation and 
build demand for vaccination that 
are informed by social listening

• Evidence-based understanding of 
misinformation in the context of 
vaccination, how it spreads and gets 
traction, what can be done to mitigate 
its impact
• Implement evidence-based approaches 

to address misinformation
• Develop a comprehensive and tailored 

national strategy for misinformation 
management

Vaccine Misinformation Management
Field Guide
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